The principle of digital watermark is the method of adding digital watermark in the frequency domain. The digital watermark hides the watermark in digital media, such as image, voice, video, etc., so as to realize the functions of copyright protection, and identity recognition. DCT for Discrete Cosine Transform is used to transform the image pixel value and the frequency domain coefficient matrix to realize the embedding and extracting of the blind watermark in the paper. After success, the image is attacked by white noise and Gaussian low-pass filtering. The result shows that the watermark signal embedded based on the DCT algorithm is relatively robust, and can effectively resist some attack methods that use signal distortion to destroy the watermark, and has good robustness and imperceptibility.
visible; in some specific situations where visible digital watermarks are used, the copyright protection mark is not required to be hidden, and it is desirable that the attacker does not destroy the quality of the data itself. The watermark cannot be removed. Therefore, we can summarize functions of digital watermarking technology into two aspects. On the one hand, it can be used to prove the original author's ownership of his work as evidence for the identification and prosecution of illegal infringement; on the other hand, the author can also realize the work by detecting and analyzing the watermark in his digital product [4] .
In this paper, the two-dimensional discrete cosine transform is used to realize the embedding and extracting of the digital watermarking algorithm. The forward DCT is used to convert the image block information into the coefficient frequency domain matrix, and then the inverse DCT is used to transform the watermarked coefficient matrix into the image block. This paper begins with a detailed introduction to the basic knowledge related to digital watermarking and classical algorithms, and briefly describes the DCT transforms that will be used in this paper. After that, the traditional algorithms are improved accordingly.
According to the algorithm, in the intermediate frequency the watermark is embedded in the coefficient to realize the adaptive embedding of the watermark. At the end of the paper, the performance of the watermarking system is analyzed and evaluated. After the embedding and extraction, the two methods of attack and detection are performed. If the watermarked image cannot be seen and the watermark is still identifiable, the watermark is proved to be robust and imperceptible.
Digital Water Mark

Digital Watermark Meaning and Characteristics
Digital Watermarking technology hides some information that has special meanings into digital media information such as text files, digital audio, video, images, etc. through certain embedded algorithms, and requires that the embedded watermark does not cause the appearance of the original data. And the change of size does not affect the use value. When the watermark extraction detected, the hidden information cannot be lost. In order to make digital watermarks a trusted application system for digital product copyright protection and integrity identification, embedded information entered into digital products must have the following basic characteristics: 1) Concealment: After embedding the watermark, it will not affect the digital work itself, there is no obvious quality degradation, and it can be perceived by people.
2) Security and reliability: The embedded information and the embedded location are encrypted and hidden, so that the illegal interceptor cannot obtain relevant information.
3) Robustness: The way digital products suffer from some illegal or vandalism is usually signal processing such as channel noise interference, filtering, edge 4) Watermark capacity: Under the premise of ensuring multimedia quality, it is possible to embed the author information of the work or the authentication code of the product as much as possible. Only in this way can the function of the watermark system be reflected in the event of a dispute.
5) Low error rate: The probability of detection errors in watermark detection must be quite low, so that the performance of such a watermark system can be truly guaranteed. 3) Robust watermark: mostly used to identify information. Its purpose is to protect the digital copyright after it has been processed (filtered, noisy, replaced, compressed, etc.) and various malicious attacks.
Common Watermarks
4) Plaintext watermark:
The original data must be detected when it is detected.
Its advantage is strong robustness. However, due to the dispersion of network propagation information, the practical value of this watermark in the application process is not broad.
5) Airspace watermark: Look for unimportant image bits in the carrier file, and then directly superimpose the watermark information into the algorithm.
The aspect is very simple, but the robustness is not very strong.
6) Frequency domain watermark: The carrier file is mathematically transformed so that it is converted from the time domain to the spatial domain, and then the watermark information is embedded, and finally the inverse transform is performed. At this time, the watermark already exists in any place of the carrier file. The mathematical transformation here is generally discrete cosine transform (DCT), discrete Fourier transform (DFT), discrete wavelet transform (DWT) and other algorithms.
Watermarking Algorithm
When the spatial domain algorithm is applied to the digital watermarking technology, when the digital artwork embedded in the watermark is subjected to some common attacks, the watermark signal embedded therein is easily lost. In tions, the watermark signal will not be removed so easily.
Principle
Adding digital watermark principle in frequency domain: Adding digital watermark in frequency domain means transforming image into frequency domain by some transform such as Fourier transform, discrete cosine transform and wavelet transform, adding the watermark to the image in frequency domain and then transform the image into a spatial domain by inverse transform. Compared with airspace means, the frequency domain means is more occult and more resistant to attack.
Advantage
The watermark information is trapped in the low frequency coefficient, which is sensitive to the human eye, which will cause a significant drop in the quality of the carrier image; embedding the high frequency coefficient will cause serious damage to the watermark information embedded therein. Therefore, based on the DCT domain watermark embedding intermediate frequency coefficients, a good compromise between watermark transparency and robustness is achieved.
Based on the image watermarking algorithm of DCT transform domain, the original image is firstly subjected to 8 × 8 block DCT transform. Then, the method of exchanging intermediate frequency coefficients is used, which is commonly used in traditional algorithms to improve the embedding of binary watermarks, so that the larger value of the system is larger after the system is exchanged, and the smaller value is smaller, thereby obtaining stronger robustness.
DCT
DCT (DCT for Discrete Cosine Transform): The DCT for Discrete Cosine
Transform is a transform associated with the Fourier transform, which is similar to the DFT for Discrete Fourier Transform, but uses only real numbers. The discrete cosine transform is equivalent to a discrete Fourier transform of approximately twice the length. This discrete Fourier transform is performed on a real function, because the Fourier transform of a real function is still a real function, in some variants, it need to move the input or output position by half a unit [5] .
The two-dimensional DCT is taken as an example. • By using the mapping transformation method, the image compression is achieved by transforming each pixel in the image from one space to another, and the signal is transformed from the spatial domain to the frequency domain after DCT. It's a method of orthogonal transformation. It is a special case in the image processing that is widely used in the Fourier transform. The expanded function is a real function, and then discretized, that is a discrete cosine transform.
• Like the Fourier transform, there are two kinds of positive and inverse transformations. Positive DCT: from spatial domain to frequency domain; inverse DCT: from frequency domain to spatial domain.
Specific Formula
1) FDTC (positive transformation): 
, f x y is a digital image matrix of M N * and the spatial sampled value, that is the pixel value of the point ( ) , x y , which is the coordinates of the input 8 × 8 pixels.
2) ( )
, F x y is the frequency domain sampled value, and the coordinates of the output 8 × 8 transform result.
Watermark Embedding
• The image matrix ( ) , f x y which need to be embedded in the watermark is divided into 8 × 8 image blocks, and the image block is subjected to DCT transformation to obtain a frequency domain coefficient matrix 
Multiplication principle
Among:
"F" in the formula denotes the frequency domain coefficient before modification "F" denotes the modified frequency domain coefficient "W" denotes the embedded watermark information "a" denotes the embedded strength of the watermark, and "a" determines the amplitude of the frequency domain coefficient to be modified.
• Perform IDCT on the new frequency domain coefficient matrix 
The Extracting of the Watermark Watermark Extraction Algorithm
• The extraction of watermark is the inverse process of the watermark embedding algorithm [6] . The image 
Watermark Attack Detection
The so-called attack on the watermark refers to the destruction of the watermark, including smearing, shearing, scaling, rotation, compression, noise addition, filtering, and the like. Digital blind watermarking is not only about agility, but also defensive. The imperceptibility and robustness of digital blind watermarks are mutually exclusive [7] .
White Noise
Image noise causes random signal interference during image acquisition or transmission, hindering people's understanding and analysis of the image. Image noise is often viewed as a multidimensional random process, so the method of describing noise can be borrowed from the description of a random process.
White noise refers to the noise energy contained in a band of equal bandwidth over a wide frequency range. It is a random signal or stochastic process with a constant power spectral density. In other words, the power of this signal is the same in each frequency band. Since white light is a mixture of monochromatic lights of various frequencies (colors), the property of this signal with a flat power spectrum is called "white". This signal is therefore also referred to as white noise [8] [9].
Gaussian Low-Pass Filtering
Gaussian filtering is a linear smoothing filter that is suitable for eliminating Gaussian noise and is widely used in the noise reduction process of image processing. In layman's terms, it's the process of weighted averaging of the entire image, the value of each pixel is obtained by weighted averaging of itself and other pixel values in the neighborhood [8] . Low-pass filtering is used to smooth the image. The goal of the low-pass filter is to reduce the rate of change of the image. For example, replace each pixel with the mean of the pixels around the pixel. This makes it possible to smooth and replace areas where the intensity changes significantly [10] [11] . The difference between low-pass filtering and Gaussian filtering is that in low-pass filtering, the weight of each pixel in the filter is the same, that is, the filter is linear. The weight of the pixels in the Gaussian filter is proportional to the distance from the center pixel.
Attack Detection
Testing
Digital watermarks have many features, but the basic features are as follows:
• Imperceptibility: The so-called imperceptible refers to the meaning of two aspects, one refers to the invisibility of the human eye, and the other refers to the statistical method cannot recover the watermark pattern of our embedded side.
• Robustness: Robustness refers to a system that can maintain certain performance characteristics under certain parameter changes, such as attacks and input errors. It can be classified into stable robustness and performance robustness [12] . In the specific context of this article, robustness refers to the ability to detect watermarks from watermarked images after noise attacks, low-pass high-pass filtering, geometric distortion, etc. Robustness for watermarks. It is a very important feature.
• Validity, effectiveness is mainly for the watermark system, it is a probability value, which characterizes the ability of us to detect the watermark. Of course, the larger the value, the better. But when it is closer to 100%, the more we have to sacrifice on other features, the more we have a trade-off, and sometimes we sacrifice some effectiveness based on our focus [13] .
Fair algorithm comparison and performance evaluation between different digital watermarking systems are of great significance for the standardization of digital watermarks and the practical application of watermarks [14] . The key to performance evaluation of the watermarking system is to establish an evaluation benchmark. The criteria for evaluating the watermark system include not only the evaluation of robustness, but also the subjective or quantitative evaluation of the distortion introduced by the watermark processing [15] [16] . In other words, there needs to be a trade-off between the robustness and invisibility of the watermark.
Image and Watermark
In this paper, the robustness of the first feature of digital watermarking is tested.
White noise and Gaussian low-pass filtering are selected as the attack. The watermarked image is extracted and compared with the unaffected watermark.
• Original image and watermark as shown in Figure 3 and Figure 4 • Adding the watermarked image and the extracted watermark As follows, the DCT is successfully used to embed the watermark. Compared with the original image, the difference is not substantial, and the shape and obvious features of the watermark are not visible, and it has good imperceptibility.
A watermarked image can extract a relatively complete watermark.
Watermarked image and the extracted watermark are as shown in Figure 5 and Figure 6 :
• Gaussian low-pass filtering attack
After the filtering attack, the image curve is smooth and the ambiguity is high, but the watermark is still completely extracted, and the watermark is clearly visible, indicating that the robustness is better after being filtered and attacking the watermark image.
Gaussian filtering and gaussian filtering are as shown in Figure 7 and Figure   8 .
• White noise attack
As shown in the figure below, after the white noise attack on the image, the image is somewhat distorted, but the watermark is still extracted more completely. It shows that the image is still robust and robust after attacking the watermark image with white noise.
As shown below Figure 9 and Figure 10 : 
Conclusion
Fair algorithm comparison and performance evaluation between different digital watermarking systems are of great significance for the standardization of digital watermarks and the practical application of watermarks. The key to performance evaluation of the watermarking system is to establish an evaluation benchmark.
The criteria for evaluating the watermark system include not only the evaluation of robustness, but also the subjective or quantitative evaluation of the distortion introduced by the watermark processing. So there needs to be a trade-off between the robustness and invisibility of the watermark. The watermarking signal embedded in the watermarking algorithm based on DCT domain is robust and can effectively resist some attack methods that use signal distortion to destroy watermark. The robustness is good; the embedded watermark cannot be recognized, and the watermark image is not distinct from the original image, and is not perceptible. An algorithm for blind watermarking is implemented.
